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The objective of international trade and supply chain security programs is to create a secure operating 
environment for commerce.  Although the system is commonly referred to as the global supply chain, U.S.  
Government policies and procedures often seem to be implemented with little regard for the truism “the chain is 
only as strong as its weakest link”.   
 
U.S. trade security regulations and programs have translated into a focus on increased screening of carriers and 
cargo entering into the U.S. by customs and law enforcement agencies, but with a lesser emphasis on cargo 
carriers and containers departing the U.S. for foreign ports of call.  This inequity in the level of protection afforded 
to the security of cargo carriers and containers on their outbound leg represents a threat to the integrity of the 
overall system. 
 
While the U.S. is rightly concerned about the ports and supply chain elements within its national territory, it 
cannot afford to ignore the same concerns that are mirrored by its partners in global trade.  International trade is 
driven by variables such as cargo volume, velocity and costs.  The goal is for cargo to move successfully through 
its supply chain corridor at an increased velocity, at a low cost and with the highest degree of confidence in the 
security of the cargo being delivered.  A loss of confidence in the integrity of the supply chain at any point in the 
system may result in delays, increased inspections by security authorities, and potential increased costs to the 
carriers. 
 
For example, reduced emphasis on execution of security protocols for empty containers being shipped from the 
U.S. to foreign ports can represent a weakening of the U.S. link in the global supply chain.  As long as no 
credible threats or incidents can be traced back to an empty container originating in the U.S., confidence in the 
U.S. link of the supply chain should remain intact.  However, just one or two incidents of security threats or 
contraband discovered in “empty” containers arriving from a U.S. port will likely raise serious questions regarding 
the integrity in that U.S. supply chain link.  This will undoubtedly have a negative cascade effect on the 
operations and finances of all of the participants in that segment of the trade mobility corridor. 
 
The recent downgrading of America’s bond rating is the direct result of a general loss of global confidence in 
America’s political will or ability to follow through on its obligations.  Since the safety, security, and efficiency of 
America’s trade mechanisms are key to its competitiveness within the global supply chain, perceived reluctance 
on the part of the U.S. government to uniformly apply protective security measures to outbound and inbound 
cargo containers could lead to increased scrutiny and disapproval of that component of America’s status in the 
global business and financial communities.  
 

 



 

 
About the Maritime ISAC 
 
The Maritime Information Sharing and Analysis Center (Maritime ISAC) is an independent, non-profit entity sponsored and managed by 
the Maritime Security Council (MSC).  By incorporating the latest technology, systems and qualified personnel, the Maritime ISAC serves as 
a central industry node for the collection, collation, analysis, storage, and transmission of threat information and incident data.  The Maritime 
ISAC works with the U.S. and international maritime shipping, seaport, and government regulatory oversight communities as a trusted agent, 
collecting and analyzing proprietary data (e.g., stowaway rates and locations, drug seizures overseas, terrorist threats etc.), which it then 
disseminates to participating industry and government constituents. The Maritime ISAC is a member of the National Council of ISACs. 
 

 

 

 
Information Sharing Traffic Light Protocol (ISTLP) Definitions 
 
RED - personal for named recipients only: Non-disclosure information and restricted to specific individuals only.  Recipients must not 
disseminate the information without the express consent of the Maritime ISAC or Maritime Security Council.   
 
AMBER - limited distribution: Limited disclosure and restricted to members of the Maritime ISAC or Maritime Security Council only. 
Information can only be shared with constituencies on a NEED TO KNOW basis. The document may only be forwarded after consent of the 
Maritime ISAC or Maritime Security Council. 
 
GREEN - community wide: Information can be shared with other relevant organizations, information exchanges or individuals but may NOT 
be published, posted on the web or released outside of the maritime security community. 
 
 WHITE  - unlimited: Information open to the public with unrestricted dissemination.  May republish information subject to copyright rules. 
 

 

 

 
FORWARDING, RETRANSMISSION OR COPYING OF THIS INFORMATION IS EXPRESSLY PROHIBITED WITHOUT WRITTEN 
AUTHORIZATION FROM THE MARITIME SECURITY COUNCIL.   
 
THIS DOCUMENT AND ANY ATTACHMENTS THERETO, IS INTENDED ONLY FOR USE BY THE ADDRESSEE(S) NAMED HEREIN 
AND MAY CONTAIN LEGALLY PRIVILEGED AND/OR CONFIDENTIAL INFORMATION. IF YOU ARE NOT THE INTENDED RECIPIENT 
OF THIS DOCUMENT, YOU ARE HEREBY NOTIFIED THAT ANY DISSEMINATION, DISTRIBUTION OR COPYING OF THIS 
DOCUMENT, AND ANY ATTACHMENTS THERETO, IS STRICTLY PROHIBITED. IF YOU HAVE RECEIVED THIS DOCUMENT IN 
ERROR, PLEASE IMMEDIATELY NOTIFY THE MARITIME ISAC AT alert@maritimeisac.org AND PERMANENTLY DELETE THIS 
ORIGINAL AND ANY COPY PRINTOUT THEREOF. 
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